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OITPEAEJIEHUA

B HacTosIeM JOKYMEHTe HCIOJb3YIOTCs CIEAYIOIIe TEPMUHBI B UX OIpee-
JIeHUS.

ABTOMATH3HPOBaHHAs CHCTeMa — CHCTEMa, COCTOsAlIas M3 IIepcoHana H
KOMIUIEKCA CPEeJICTB aBTOMATH3AINH €ro AesTeNbHOCTH, pealu3yronas HHhOopMaIu-
OHHYIO TEXHOJIOTHIO BEITTOJHEHUS YCTaHOBIEHHBIX (yHKIIUH.

AyTeHTH(PHKAUHS OTHPABHTE/S JAHHBLIX — MOATBCPXICHHE TOro, 4TO OT-
NIPaBUTEND TIOTY4YEeHHBIX JaHHBIX COOTBETCTBYET 3asBIICHHOMY.

Be30nacHoCTh NEPCOHAIbHBIX JAHHBIX — COCTOSHHE 3alIUILEHHOCTH IIE€PCo-
HaNBHBIX [AHHBIX, XapakTepH3yeMoe CIIOCOOHOCTHIO IOJIb30BaTENer, TeXHUYSCKHX
CpencTB ¥ UH()OPMALIHOHHBIX TEXHOJIOTHH 00eCrevrTh KOHQUICHIHAIBHOCTE, [EN0-
CTHOCTB U JOCTYITHOCTB TIEPCOHANBHBIX TaHHBIX IIPH X 00paboTKe B MH(OPMALIHOH-
HBIX CHCTEMaX IepCOHAJIBHBIX JaHHBIX.

BuoMeTpHYecKHe MepcoHa bHbIe JaHHbIe — CBE/ICHN, KOTOPBIC XapaKTepu-
3y10T (QU3HOJIOTHYECKHE OCOOEHHOCTH YeJIOBEKa ¥ Ha OCHOBE KOTOPBIX MOXHO yCTa-
HOBHTH €r0 JIAYHOCTB, BKJIFO4Yas (GoTorpaduu, OTIEIaTKH NaJbLEB, 00pa3 ceTyaTKy
ryia3a, 0COGEHHOCTH CTPOEHHS Tella U APYTYIO T000HYI0 HHMOPMALHIO.

BoKHpOBaHNE NePCOHAIBHBIX JaHHBIX — BDEMEHHOE NPEKpPaIleHHe cbopa,
CHCTEMATH3AIMK, HAKOIUIEHHS, WCIIOJNB30BAaHUA, PACIpOCTPaHEHHUs, TEPCOHATIBHBIX
JIAHHBIX, B TOM YUCIIE UX IIEPEeIayH.

Bupyc (KOMNbLIOTEPHbIH, MPOrpaMMHbIH) — HCIIOMHIEMBIH pOTPaMMHBIH
KOJ[ WJIM WHTEPIIPETHPYEMBIH HabOp HHCTPYKIMH, 00/Iaatonuii CBOHCTBaMH HECAHK-
IAOHMPOBAHHOIO PACTIIPOCTPAHEHHs H caMoBocnpounsBeneHust. Co3TaHHbIe IyOnmuka-
THI KOMITBIOTEPHOTO BHpyca He BCErja COBIANAIOT C OPUIHMHATIOM, HO COXPaHsIOT
criocoBHOCTH K JallbHEeHIIIeMy pacpoCTPaHEHHIO B CAMOBOCIIPON3BEICHHIO.

BpenoHocHas mporpamMma — Iporpamma, NpelHasHadeHHas i OCyIIecTB-
JIEHHST HEeCaHKIMOHHPOBAHHOIO JOCTyNa M (M) BO3AEHCTBUS Ha IIEPCOHABHBIC
TaHHBIE WK pecypchl HHGOPMAITHOHHOM CHCTEMBI IIEPCOHANIBHBIX NaHHBIX.

BenoMoraTebHbIe TEXHHYECKHE CPeICTBAa H CHCTEMBbI — TEXHUYECKHE CPe/I-

CTBA M CHUCTEMBI, He TpeIHA3HAYEHHbIEe I Iepefiaur, 00paboTKy 1 XpaHEHHUs Iepco-
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HaJIbHBIX JaHHEIX, YCTAHABINBAEMbIE COBMECTHO C TEXHHYECKHMHU CPEICTBAMU U CHC-
TeMaMH, IIpeHa3HAYeHHBIMH JJIs1 00paOOTKK MEPCOHANBHBIX JaHHBIX WM B TIOMEIIE-
HUSIX, B KOTOPBIX YCTaHOBIIEHb! HH(OPMAIMOHHBIC CHCTEMEI IEPCOHANBHBIX JTaHHBIX.

JocTtyn B OmepaniHOHHYIO Cpely KOMIIbIOTepa (Hchoﬁmaunonﬂoﬁ CHCTEMBI
NEPCOHAJIBHBIX JaHHbBIX) — NIOTy4eHHEe BO3MOKHOCTH 3aITyCKa Ha BBITOJTHEHNE IITAaTHBIX
KoMaH]I, (YHKIIMH, MPOLEAYp OIepaliOHHON CHCTEMBI (YHUYTOKEHHS, KOIIMPOBAHH, ITe-
PEMEILIEHHUS U T.IL.), UCTIONHAEMBIX (aiiiioB IPUKIATHBIX IPOTPaMM.

JocTyn K uHgopManH — BO3MOXXHOCTE IIOJTyYeHH s HH(POPMAIAN H €€ HCIIOJIB30-
BaHUS. J

3akafouHOe YCTPOHCTBO — 3JIEMEHT CpEICTBa CheMa HHGOpMALWH, CKPEITHO
BHEPSIEMBI (3aK/IATbIBAEMBIi WM BHOCHMBI) B MECTa BO3MOXKHOIO CheMa HH(OpMALUH
(B TOM YMCJIE B OTpaXKICHHE, KOHCTPYKIIMIO, 000pyI0BaHuUe, IIPESAMETh! HHTephepa, TPaHC-
[OpTHBIE CPEJICTBA, & TAKKe B TEXHUUECKHE CPEICTBA U CHCTeMBI 00paboTKu HH(popMa-
IIUH).

Bamumaemasi HHGopMaIHsA — HWHPOPMAI, SBISTOIAICS IPEIMETOM COOCTBEH-
HOCTH M TOISKAIIAs 3alllUTe B COOTBETCTBHUH ¢ TPeOOBAHMAMM IIPABOBBIX TOKyMEHTOB
UM TpeGOBAHMAMH, YCTAHABITMBAEMBIMU COOCTBEHHHKOM MH(QOPMALIHH.

HnenTHdHUKANNSA — IPECBOSHUE CyObeKTaM i 00beKTaM JIOCTyTIa HICHTH(HKATOpa
¥ (WIK) CpaBHEHHE TIPEIbSBIIEMOr0 HICHTH(HKATOPA C IIEPEIHEM TIPUCBOCHHEIX HICH-
TH(QUKATOPOB.

HudopMaTHBHBIH CHIHAJ — DJIEKTPHYECKHE CHTHAJbI, aKyCTHYECKHE, JJICKTPO-
MArHUTHBIE Y JIpyrHie (U3HEecKye MoJis, TI0 IapaMeTpaM KOTOPBIX MOXKET OBITh PacKphITa
KOHGWIeHIMaBHAs HEGopMaiws (IIepCoHAIBHBIE JaHHEle) obpabaThiBaeMasi B HHOpMa-
[MOHHOM CHCTEME TTePCOHANIBHBIX JaHHbIX.

Nudopmannonnas cacTeMa nepcoHanbHbIX Jannbix (MCII/Iu) — uHbOp-
MAIMOHHAS CHCTEMA, MPEICTABJISAIOMmas coO0OH COBOKYMHOCTh NMEPCOHAIBHBIX HaH-
HBIX, COJEp/KAIUXCs B 6a3e JaHHBIX, @ TaKkKe HHPOPMAIMOHHBIX TEXHOIOTHH H TeX-
HHYECKHX CPE/CTB, MO3BOJSIOIIMX OCYLIECTBIATh 00paboTKy TaKHX MepCOHAlbHBIX

JAHHBIX C MCIIOJIL30BaHHEM CpPEeACTB aBTOMaTH3allli HIIH 0e3 UCIOJIL30BAHUA TAKHUX

CPEOCTB.



NHpopMaNHOHHBIE TEXHOJIOMHH — TIPOLIECCH], METO/IBI TIOKCKa, cO0pa, XpaHeH!s,
06paboTKH, TIPEIOCTABIIEHE S, PACIIPOCTPaHEH s HH(QOPMAITMH U CTI0COOBI OCYIIECTBICHHUA
TaKUX MPOIIECCOB U METOJIOB.

HcnoJsib30BaHHE TEePCOHAILHBIX MAHHBIX — JeHCTBHA (OIEepaliu) ¢ mepco-
HAIBHBIME JIaHHBIMH, COBEpIIAEMBIE OMEPATOPOM B LEJAX NMPHHATHS PEIICHHN HITHA
COBEpIIEHUS] HHBIX NEHCTBHM, MOPOXKIAIOIINX FOPUINIECKUE MOCISICTBHA B OTHO-
mIeHuH CyGheKTa MepCOHANBHBIX JaHHBIX MM APYTMX IHI TM00 MHBIM 06pasoM 3a-
TparuBalolKX paBa U cBoOOB! CyOBEKTa IEPCOHAIIBHBIX JAaHHBIX UK APYTHX JIALL

HcToynuk yrposel GesonacHocTH HHGOpMANHH — CyObeKT JOCTyIla, MaTepHab-
HBIH OOBEKT WM (DHU3NYECKOE ABJICHHE, ABIAIOIIMECS [PUIMHON BO3HUKHOBEHMS yTPO3BI
6e3omacHOCTH UH(POPMAIIHH.

KoHnTpompyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOpHS, 3aHHe, JacThb 3/IaHKs, T10-
MeIIeHHe), B KOTOPOM HCKITFOUYEHO HEKOHTPOIMPYeMOe MpeObIBaHHe ITOCTOPOHHUX JIHII, &
TAK)KE TPAHCTIOPTHBIX, TEXHUYECKHX U HHBIX MaTepUAIBHBIX CPE/ICTB.

Kou}nieHnmuaibHOCTh TepCOHATBHBIX IAHHBIX — 0053aTeNBHOE [ COOMOICHHUA
ONEepaToOpOM M MHBIM TTONYYMBIIMM JOCTYTI K IEPCOHATBHBIM JaHHBIM JTALIOM TpeboBa-
HHe He JOIMyCKaTh WX pacrpocTpaHeHue 6e3 coriacus CyObeKTa NepCOHAIBHBIX JAHHBIX
VUTH HaJTF9Hs] THOTO 3aKOHHOIO OCHOBAHWIS.

MeskceTeBOH 3KpaH — JIOKaTbHOE (OZHOKOMIIOHEHTHOE) WM (yHKIIMOHATHEHO-
pacIpe/ieieHHoe MporpamMMHoe (TPOTPaMMHO-AIIAPATHOE) CPECTBO (KOMILTEKC), peany-
3yrolliee KOHTPOIIb 32 MH(bOpMaLeit, TTocTynarolell B MHPOPMALMOHHYIO CHCTEMY I1EpCo-
HATBHBIX TAHHBIX Y (MIH) BEIXO/ISIIEH U3 HH(OPMAIMOHHON CHCTEMEL.

Hapymmrens 6e30MaCHOCTH MEPCOHAJIBHBIX JaHHBIX — (bBrIecKoe IO, CIIy-
qalfHO WM MpeIHaMepEeHHO COBEPLIAFOIIEE NEHCTBUS, CISICTBUEM KOTOPBIX SBIISICTCS Ha-
pyIleHre Ge30MacHOCTH MEPCOHANBHBIX TaHHBIX NPH MX 00paboTKe TeXHHIECKUMHU CPE/ICT-
BaMH B MH(MOPMAITHOHHBIX CUCTEMAX IIEPCOHATTBHBIX TaHHBIX.

HeasToMaTH3HpoBaHHas 00paboTKa MepCcoOHANBHBIX JaHHBIX — 00paboTka
IIepCOHANMBHBIX JaHHBIX, COIEpPKAIMXCs B MH(POPMAlLMOHHON CHCTEME IIEPCOHAIb-
HBIX JAaHHBIX JMOO W3BJICUEHHBIX M3 TAKOM CHCTEMBI, CUHTaeTCs OCYIIECTBICHHOH

0e3 HUCIT0IB30BaAHUS CpeACcTB aBTOMaTH3alluH (HeaBTOMaTHBHPOBaHHOﬁ), €CJIM TakKHe



IEWCTBHS C TIEPCOHATBHBIMU IAaHHBIMH, KaK MCIIOIb30BaHME, YTOYHEHHE, Pacrpo-
CTpaHeHHe, YHUUTOXKEHNE MEPCOHATBHEIX JaHHBIX B OTHOLIEHWH KaXIOro U3 CyOsB-
€KTOB IIepCOHAJIBHBIX JIAHHBIX, OCYILECTBIIAIOTCH IIPH HETTOCPEACTBEHHOM Y4aCTHH
JeJI0BEKA.

HenexsiapupoBaHHbie BO3MOKHOCTH — QYHKIMOHAILHEIE BO3MOXKHOCTH CPEJICTB
BBIUNCIIMTEIILHON TEXHUKH, HE OIMMCAHHBIE WIKA HE COOTBETCTBYIOLIHE OIMCAHHBIM B JOKY-
MEHTALWH, [IPH MCIIOJIB30BAHIH KOTOPBIX BO3MOXHO HapyIlIeHHe KOH(HIEHIMATBHOCTH,
JIOCTYITHOCTH HIIH LIETIOCTHOCTH 00padaThIBaeMoi HH(POPMAIIHH.

HecaHKIMOHHPOBAHHBIA J0CTYN (HeCAHKIHOHHPOBAHHbBIE AEHCTBHST) — JOCTYII
K WHGOpMAIMK WM JEeHCTBHA ¢ MHGOpPMAlMeH, HapyIlalollke [paBiila pasrpaHuICHHA
JIOCTYTA C HCTIONB30BAHKEM [ITATHBIX CPEJICTB, NPEIOCTARIAEMBIX H(POPMALHOHHBIMH
CHCTEMaMH MEePCOHAIBHBIX JaHHBIX.

Hocurenb nadgopManuu — QU3MEIECKOE JIHIO WK MaTepUATbHEIH OOBEKT, B TOM
yuce (U3UYECKOE TI0JIe, B KOTOPOM MH(GOpMAaLKsl HAXOIUT CBOE OTPKEHHUE B BHE CHMBO-
JI0B, 00Pa30B, CHTHAJIOB, TEXHHYECKUX PEIIEHU) M MPOLECCOB, KOMUYECTBEHHBIX Xapak-
TEPUCTUK QU3NIECKUX BEIIMYHH.,

O0e3HYMBAHHE TMEPCOHAJBHBIX JAHHBIX — JEHCTBHs, B pe3yjbTare KOTO-
PHIX HEBO3MOJKHO OIPENeNUTh INPUHAJIEXXHOCTh MEPCOHANBHBIX JaHHBIX KOHKpET-
HOMY CYOBEKTY NEepPCOHANIBHBIX JaHHBIX.

O6paboTKa MepcoOHANLHBIX JAHHBIX — JeHCTBHSA (OIEpallH) ¢ TePCOHATBHBIMU
JIAHHBIMY, BKITIOUas c6op, CHCTEMATH3AIINIO, HAKOIUIEHHe, XpaHeH!e, yTouHeH#e (0OHOB-
JIeHWe, M3MEHEHHME), HCIIOB30BaHKe, PACIIPOCTPAaHEHHE (B TOM dHCIIe Tlepesiady), 00e3i-
yrBaHue, OJJOKUPOBAHUE, YHUUTOKEHHE [IEPCOHAJIBHBIX JaHHBIX.

O6umeq0CTyMHBIE MEPCOHAIbHbIE JaHHbIE — IEPCOHANIbHBIE TaHHBIE, HOCTYII
HEOrPaHHYEHHOIO Kpyra JIHI{ K KOTOPBIM IIPeIOCTaBIIeH C COrIacks CyObeKTa Iepco-
HaJIBHBIX JAHHBIX WM Ha KOTOpBIE B COOTBETCTBHU C (peiepallbHEIMH 3aKOHAMH He
pacrpocTpaHseTcst TpeGoBaHne COOMOAEHN KOHDHIEHINATLHOCTH.

OmnepaTop (MepcoHaJNbHBIX JaHHBIX) — FOCYJapPCTBEHHBIA OpraH, MyHHULIMIIAIb-

HBI OpraH, IOpHIMYECKOoe WIH (H3HIECKOe JIMIO, OpraHusyroliee U (W) OCYIIeCTB-



JsrolIiee 00paboTKy MepCOHAIBHBIX IaHHBIX, a TAKKE OIPENEISIONIHE LN U COIEPIKaHHEe
00paboTKH TepCOHaNbHBIX JaHHBIX.

Texnuyeckue cpeacTBa HH(pOPMALUOHHOH CHCTEMBbI IE€PCOHAJbHBIX HaH-
HBIX — CPEJICTBA BBIUKCIIUTEbHON TEXHUKH, HHOOPMaLMOHHO-BBIYHCITHTEBHBIE KOMILICK-
CBI M CETH, CPEJICTBA M CHCTEMBI TIepeiad, mpreMa 1 o0paborku [1/1H (cpencTsa U CHCTEMBI
3BYKOBAIIUCH, 3BYKOYCHJIEHUS, 3BYKOBOCIPOM3BEIECHHMS, [TEPETOBOPHBIE W TEIEBU3HOHHBIC
YCTPOUCTBA, CPECTBA U3TOTORIEHH)S, THPKUPOBAHUS JIOKYMEHTOB U PYTHe TEXHUIECKHe
cpezicTBa 06paboTKH pedeBol, rpadiuecKol, Biieo- U GyKBeHHO-LM(pPoBOH HEpOpMALIK),
IPOrpaMMHEIE CPEICTBA (OIEPAIMOHHBIE CHCTEMBI, CUCTEMBI yIIpaBJIeHus 0a3aMu JaHHBIX
1 T.IL.), CPEZICTBA 3alMTEl HH(POPMALTIH, TIPHMEHsIEMbIE B HH()OPMAIMOHHBIX CHCTEMAX.

IlepexsaT (uudopmManuu) — HEIPABOMEPHOE HOMyYeHHE HHYOPMALUK C HC-
TI0JIb30BaHHEM TEXHMYECKOr0 CPEJICTBA, OCYILECTRISIONEro 0OHapyKeHue, TIPHEM U
00paboTky UH(GOPMATUBHEIX CHTHAJIOB.

IlepconanbHble JaHHbIE — JI00as HHPOPMAIlKs, OTHOCSIIAACS K ONpe/esCH-
HOMY HIIM OIpele/IieMOMY Ha OCHOBaHMH TaKOW HH(OPMAIMH (U3HIECKOMY JIHITY
(cyOBEKTy IEepCOHANBHEIX TaHHBIX), B TOM YHCJIE €r0 GaMHIks, UM, OTIECTBO, IOJ,
Mecsl, JaTa ¥ MeCTO POXKACHHS, aJpec, CeMeHHOe, COLHAIbHOe, UMYIIECTBEHHOE
TTOJIOJKeHUe, 00pa3oBanue, mpodeccus, TOXOIbl, ApyTras HHPOPMAIHSL.

IToGouHbIe 3/IeKTPOMATHHUTHBIE H3JIy4eHHSI H HABOJKH — DJICKTPOMAarHut-
Hble M3TyUeHHs TEXHHYECKHX CPEICTB 0OpabOTKH 3aluiiaeModl HHPOpMaluy, Bo3-
HUKAIOIIHe KaK T000YHOe SBIEHHE M BbI3BAHHBIE JIEKTPUYECKHMH CUTHANIAMH, IeH-
CTBYIOIIMMHU B HX JJIEKTPUUECKHUX U MarHUTHBIX LEIAX, & TAK)KE 3TeKTPOMarHUTHEIE
HABOJIKH 3THX CUTHAJIOB Ha TOKOMPOBOIIINE THHUH, KOHCTPYKIHMHK U IETTH ITUTaHH.

IMoINTHKA «4YHCTOr0 €T0JIa» — KOMIUIEKC OpraHH3allHOHHBIX MEPOTPUSATHH,
KOHTPOJNHUPYIOIMX OTCYTCTBHE 3allUChIBAHUS Ha OyMa)KHbIE HOCHTEIIH KIIIOYeH U aT-
pubyToB nocTyrma (naposieif) 1 XxpaHeHus UX BOIM3K 00beKTOB A0CTyTIa.

IHoab3oBaTe/ b HHGPOPMALUHOHHOH CHCTEMBI NEPCOHANBHBIX JaHHBIX — JIH-
110, Y4acTByIoIIee B (pyHKIUOHUPOBAHMH HHPOPMAIIMOHHOM CHCTEMEI TIEPCOHABHBIX

TAaHHBIX WM UCIIOJIE3YIOIee pe3yIbTaThl ee QyHKIIMOHHPOBAHMUS.



IlpaBu/ja pa3rpaHH4YeHHsi JOCTYNAa — COBOKYIHOCTh IIPaBWJI, PErJIaMeHTH-
PYIOIIMX TpaBa JOCTyIa CyOBheKTOB JOCTyIa K 00BEKTaM JOCTyIIa.

IIporpaMmmuas 3aKJjajgKa — KOJ IIPOrpaMMBl, IIPEJHAMEPEHHO BHECEHHBIH B
IpOrpaMMy C LB OCYLIECTBUTH yTEUKY, M3MEHHTB, OJOKMPOBATh, YHHYTOXUTH
MH(GOPMALMI0 WM YHUYTOXKHTH M MOTHGHUIMPOBATH NPOTrpaMMHOe obecreveHue
MH(GOPMALMOHHON CHCTEMBI IEPCOHANBHEIX JaHHBIX U (WiiH) GJIOKHpPOBATH annapar-
HBIE CpeICTBA.

IIporpaMmMHoe (IpOrpaMMHO-MaTeMaTH4YeCKOe) BO3AeHCTBHE — HECaHK-
IOHMPOBAHHOE BO3/EHCTBHE HA PECYpPCHl aBTOMaTH3MPOBAHHON HH(QOPMAIHOHHOK
CHCTEMBI, OCYIIECTBISIEMOE C UCIIOJIE30BAHUEM BPEIOHOCHBIX IIPOTPaMM.

PackpbiTHEe NEPCOHAILHBIX JAHHBIX — YMBILIIEHHOE MM CIlyqailHOe Hapy-
HIeHHe KOHDUISHIIMATbHOCTH IepCOHANIBHBIX JTAaHHBIX.

PacnpocrpaHenue NMepCOHATbHBIX NaHHBIX — NEHCTBUS, HANPaBICHHBIC HA
epeiady NEPCOHANBHBIX IaHHBIX OIpeNelleHHOMY Kpyry JHI (Iepepada Iepco-
HaNbHBIX JAHHBIX) WIH Ha O3HAKOMJIEHHE C I€PCOHAIBHBIMH JIaHHBIMHA HEOI'DaHH-
YEeHHOro Kpyra JIKII, B TOM 9rclie 00HapOJOBaHKE MIEPCOHAIBHBIX TaHHBIX B CPE/ICT-
Bax MaccOBOH HHpOpMaIUH, pa3MeleHHe B HHGbOPMaIMOHHO-
TeNIeKOMMYHHUKAIMOHHBIX CETAX WM ITIPENOCTaBJIEHHE JOCTyNna K IMepCOHATbHBIM
JIAaHHEIM KaKUM-THOO HHBIM CIIOCOOOM.

Pecypc uMH(POpPMALMOHHOH CHCTEMBI — MMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO,
IPUKITAIHOTO MM allapaTHOro oGecredeHus (yHKIMOHUPOBAHHS WH(OPMAIMOH-
HOW CUCTEMBL.

CneuuajbHble KATErOPHH NEPCOHAJBLHBIX JAHHBIX — [I€PCOHAIIBHBIC JaH-
HbIe, KacalolMecs pacoBOM, HAIMOHATIBHON IPHHAUIEKHOCTH, MOTHTHYSCKUX B3I
JIOB, PEJTUTHO3HEIX WK GUIOCOPCKUX yORKKICHNH, COCTOAHMUS 30POBbS i KHTUMHOH
JKU3HH CyOBEKTa MePCOHANBHBIX JaHHBIX.

CpeacTBa BLIYHCTHTETHHONH TeXHHKH — COBOKYITHOCTD TPOrPaMMHBIX H TEXHHYE-
CKHX SJIEMEHTOB CHCTEM 00pabOTKH JaHHBIX, CIIOCOOHBIX (DYHKIMOHHPOBATh CaMOCTOs-

TEJIbHO HJIK B COCTaBE APYTHUX CHCTCM.



Cy0ObekT aoctyna (cyd0beKT) — JIALO WIK [IPOLECC, AEHCTBHAA KOTOPOTO pErliaMeH-
THPYIOTCS [IpaBHJIaMH pa3rpaHU4YeHus JOCTYIIA.

Texuudyecknii KaHaN yTedkd WHGOPMAUMH — COBOKYITHOCTh HOCHTEN HH(Op-
Marmu (cpercTBa 00paboTKH), (PHU3HUECKOM Cpeibl paclpoCTpaHeHUs! HH(OPMATHBHOIO
CHTHAJIa U CPECTB, KOTOPBIMH JI0OBIBaeTCs 3aIlyIliaeMas HH(POpMalIKs.

TpancrpanuvHasi mepeaada NepPCOHAJBbHBIX JaHHBIX — Ilepeadya Iepco-
HaJIbHBIX JaHHBIX OIIEpaTOPOM II.epe3 IocynapcreenHyto rpanuity Poccutickoii ®e-
Jiepallii OpraHy BJIACTH MHOCTPAHHOIO IOCY[apcTBa, (ZH3HYECKOMY HIIH FOPHIHYE-
CKOMY JIHITY HHOCTPaHHOT'O rOCYJapCTBa.

¥Yrpo3sl Ge3omacHoCTH NEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTB YCIIOBHH U (ak-
TOPOB, CO3JIAIOIIHX ONACHOCTh HECAaHKI[MOHUPOBAHHOIO, B TOM YHCJTE CITy4aiHOr o0, JOCTYTIA
K [EPCOHATBHBIM TAHHBIM, PE3Y/IETaTOM KOTOPOTO MOXKET CTaTh YHHYTOXEHHE, H3MEHEHHE,
OJIOKHMpOBaHKEe, KOIMHMPOBAHKE, PACIPOCTPAHEHHE NIEPCOHANBHBIX JaHHBIX, & TAKKE HHBIX
HECAHKITHOHMPOBAHHBIX JEHCTBHI IIPH HX 00paboTKe B MHGOPMALMOHHOK CHCTEME TIEPCO-
HaJTbHBIX JaHHBIX.

VHHYTOKEHHE MePCOHAIBHBIX JAHHBIX — IEHCTBUSI, B pe3yJbTare KOTOPBIX He-
BO3MOYKHO BOCCTAHOBUTE COJIEPKAHME TIEPCOHAIBHBIX JaHHBIX B HH(OPMALIMOHHON CHCTE-
Me IEPCOHANBHBIX MAaHHBIX WM B pe3yibTaTe KOTOPBIX YHMYTOXKAIOTCS MaTepUajbHbIE
HOCHTEJIH NIEPCOHAJIBHBIX JaHHBIX.

Vreuka (3amumaemMoi) HHGOPMALHU 10 TEXHHYECKHM KaHAJIaM — HEKOHTPO-
JIMPYEMOE PacipocTpaHeHre HH(HOPMALME OT HOCHTE 3allHINacMO HH(OPMALHH Yepes
(bHU3MYECKYIO Cpefy O TEXHMYECKOTO CPEICTBA, OCYILIECTRIMOIIEr0 epexBaT HHpopma-
L[HH.

Yupexaenne — yupexIeHus 30paBOOXPaHEHNS, COLMATBHON CQEpEL, Tpyaa U
3aHSITOCTH.

Vs3BHMOCTB — CJ1a00CTh B CPEICTBAX 3ALUTEI, KOTOPYIO MOXHO MCIIOIE30BaTh I
HapyIIIEeHHs CHCTEMBI FIIK cofepkarieiicss B Helt HHpOpMaIHH.

LenocTHoCcTs HHGOPMALHHE — CIIOCOOHOCTE CPEZCTBA BEIMHCIMTEILHON TEXHUKH
WM aBTOMAaTH3MPOBAHHOM CHCTEMBI 00ECTIETMBATh HEH3MEHHOCTS HHPOPMAIIUH B YCIIOBH-

X CITYHalHOrO W/HIIK IPEAHAMEPEHHOTO HCKaXKeHMS (PaspyIeHus).



OBO3HAYEHHU S U COKPAILIEHUA

ABC — aHTUBUpYCHBIE CpPEACTBA

APM — aBTOMaTH3UpOBaHHOE paboyee MECTO

BTCC — BcrioMoraTebHbIE TEXHUYECKUE CPENCTBA U CHCTEMEL
WCITTa — uadopMalioHHas CUcTeMa IEPCOHAIBHBIX JaHHbIX
K3 — xoHTpOo/mpyemas 30Ha

JIBC — noKanbHast BEIUMCIIATEIBHAS CETh

MD — MeKCceTeBO SKpaH

HCJI — HecaHKIIMOHUPOBAHHBIN JTOCTYII

OC — onepanMoHHas CUCTEMA

I1JIH — rnepcoHaJIbHEIE JaHHBIE

TTMB — niporpaMMHO-MaTeMaTHIeCKOe BO3IEHCTBHE

1O — nporpaMMHoOe obecrieyeHue

[IOMMH — noOoYHBIe 3JIeKTPOMArHUTHEIE M3/TyYeHHs U HABOKH
CA3 — cucreMa aHanu3a 3allUIIEHHOCTH

C3U — cpencTBa 3allMTH UHGOPMAIUK

C3I1x — cuctema (IMoACUCTEMA) 3aIIUThI IEPCOHANBHBIX JIAHHBIX
COB - cucreMa 00Hapy)KeHUS] BTOPXKEHUN

TKY U — rexHudecKre KaHaTbl yTeUKH HHPOpMAIHH

VYBI1/Ia — yrpo3s! 0e30I1acHOCTH IEPCOHATBHBIX TaHHBIX
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BBEJIEHHE

Hacrosmas [lonmutuka wHGOpMaoHHON Oe3omacHOCTH (manee — ITonmuTuka)
0011acTHOTO rOCyJapCTBEHHOTO aBTOHOMHOT'O YUpeXIeHHs 31paBooXpaHeHus «JleT-
ckas donpHuLa Nel» (manee — Yupesknenue) paspaboTaHa B COOTBETCTBHY C IEJISIMH,
3a/layaMi W TPUHIAIIAMHA o0ecTiedeHns] Oe30IacHOCTH MEPCOHAIBHBIX IaHHBIX, H3-
noxxeHHBIX B Konnennuu undopmannonnoi 6ezonacuoctu UCIAn Yupexnenus.

[Tomutrka pa3paboTaHa B cOOTBETCTBHH C TpeboBanusmMu DenepanbHOro 3a-
koHa oT 27 uronsa 2006 r. Ne 152-@3 «O nepcoHalbHBIX AaHHBIXY», TOCTAHOBJIEHUS
IIpaBurensctea oT 1 HOsAOps 2012 r. Ne 1119 «O6 yrBepxnenun TpeboBaHU# K 3a-
IIUTe IePCOHANBHBIX AAaHHBIX IpHU HX 00paboTke B WHGOPMAIHMOHHBIX CHCTEMax
HEePCOHAIIBHBIX JaHHBIX).

B Ilonuruxe ompenenens! TpeboBanus k nepconary WCII/IH, cTeneHs oTBeT-
CTBEHHOCTH II€pCOHANA, CTPYKTypa U HEOOXOAMMBIN ypOBEHB 3al[UIIEHHOCTH, CTa-
TyC W JOJDKHOCTHEIE OOS3aHHOCTH COTPYIHHKOB, OTBETCTBEHHEIX 3a obecrieueHue

6e3onacHocTH nepcoHanbHbIX AaHHBIX B ICTTIH Vupexnenus.
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1 O0mue MoJI0KEHHUSA

L{emsro HacTosmel [TonuTuky sBisieTcs obecriederHne 0€30MacHOCTH 00BEKTOB
3alUTE YUPEKIEHUS OT BCEX BHIOB YIpo3, BHEIIIHUX U BHYTPEHHHX, YMBIIIUIEHHBIX
¥ HenpeJHaMEepPEeHHbIX, MUHAMHU3AIMS yliepba OT BO3MOXKHOH pealH3aluyd yrpos
6esonacuoctu [0 (YBILIH).

Be30onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTHIAETCs ITyTeM HCKIFOYCHHS He-
CaHKIIMOHMPOBAHHOTO, B TOM YHCJIE CIy4alHOro, JOCTYTa K IepCOHAIIBHBIM JIaHHBIM,
pe3yIbTaTOM KOTOPOTO MOXET CTaTh YHHUITOXEHHE, H3MEHEHHE, OJIOKMpOBaHKE, KO-
MUPOBAHKE, PACIIPOCTPaHEHNE MEPCOHATBHBIX JaHHBIX, & TaKXKe WHBIX HEeCaHKIHO-
HUPOBaHHBIX JEHCTBUM.

Wudopmaliys U CBA3aHHbIE ¢ HeH pecypchl J0KHEI OBITh JOCTYIIHBI [JISL aBTO-
PH30BAHHEIX TOJTb30BaTelel. JIOMKHO OCYIIEeCTBIATECS CBOEBPEMEHHOE OOHApyiKe-
HHe U pearnpoBaHue Ha YDBII/IH.

JTOMKHO OCYIIECTBIIATLCH MPEOTBpAIlleH’e NpeIHAMEPEHHBIX MM Cllydai-
HBIX, Y4CTUIHBIX MM IIOJHBIX HECAHKIIMOHHUPOBAHHBIX MOAU(DUKALUN WX YHHYTO-
YKEHUS JaHHBIX.

CocrtaB 00BEKTOB 3allUTHI MpeAcTaBieH B llepeuHe mepCoOHaNbHBIX NaHHBIX,
MOJIIEKAIINX 3aLUTE.

Coctas MCIT/Ia momiexariux 3amuTe, npeacrasied B OTdeTe 0 pes3ynbraTax
IIPOBEIeHNS BHYTPEHHEH IIPOBEPKH.

[TonuTuka HHOOPMAIIHOHHOM 0€30MIaCHOCTH YTBEPKIAECTCA TIIaBHBIM BpauoM
YVupexaeHus (UIX JUIOM, €r0 3aMELIAIOLI|M) U BBOJUTCS B JICHCTBHE PACIIOPSIH-

TEJNBHBIM JOKYMEHTOM (TIPUKA30M).
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2 O0aacTh JeHCTBHSA

TpeboBanus HacTosme# [10JIMTHKH PACTIPOCTPAHAIOTCSA Ha BCEX COTPYAHHKOB
Yupexaenus: (IITATHBIX, BpEeMEHHBIX, pabOTAONIMX [0 KOHTPAKTy W T.IL), a TaKkkKe

BCEX TIPOYHX JIHIL (TIOAPSTIAKH, Ay IUTOPBI U T.IL.).
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3 Cucrema 3a1MThI EePCOHAJIbHBIX JaHHBIX

Cucrema 3amuThl epcoHansHbIX qaHHbIX (C3I1/IH), CTPOUTCS Ha OCHOBAHUH:

- OtyeTa 0 pe3yipTaTax MPOBEACHH BHYTPEHHEN IPOBEPKH;

- [lepeyHs epCOHAIBHBIX JaHHBIX, ITOJUISKAITHAX 3alIHTe,

- Mopenu yrpo3 0e3010aCHOCTH IePCOHATBHBIX TAHHBIX;

= HOJ’[O}KGHH}I 0 pa3rpaHru4vyeHHH IpaB HOCTYIIa K 06Da6aTBIBaCMBIM IIEPCO-

HaJIbHBIM NaHHBIM,

- PykoBoASIIMX TOKYMEHTOB ®CTIK u ®CB Poccu.

Ha 0CHOBaHHHM YKa3aHHBIX JOKYMEHTOB OIpe/eNsieTcs HeoOXOAUMBIN YPOBEHB
samuierHoctd [IH kaxpo# UCITIn YupexneHus.

Ha ocHOBaHHH aHaIKM3a aKTYalbHBEIX yrpo3 Oe3onacHocty 11/1H, IpHBEIEHHOTO
B Mogenu yrpo3 u Ordera 0 pe3ynbTarax MpoBeACHUA BﬁyTpeHHeﬁ TIpOBEPKE, Aea-
eTcd 3aKJII0YeHre 0 HeOOXOIMMOCTH HCIIONB30BaHUs TEXHUYECKUX CPEICTB M Opra-

HU3AIIHOHHBIX MepONpHsTHH st obecriederns 6esonacHocty I1/[H. BribpanHble He-

06XOMMMBIC MEPOTIPHATHS OTPaKalTCs B IliaHe MepONpHATHE 10 00eCHeYeHHIO

3anmThe! [L/IH.

Jlisa xaxcpoit ICII/Ia gommkeH OBITE COCTaBIIEH CIMCOK MCIIOB3YeMbIX TCXHHU-
UeCKMX CpEJICTB 3all[UThI, & TaK K& MPOrpaMMHOro obecreyeHus, yIacTBYIOLIEro B
obpabotke [1/1H Ha Bcex anemenTax MCIIH:

- APM none3oBaTenei;

- CepBepbl NPUIIOKEHUH;

- CYB[;

- I'paruna JIBC;

- Kanans! mepefiaun B ceTH OOIIETO IMONB30BaHMA M (MIIM) MEXIYHapOIHOTO
obMeHa, eciu 10 HEM nepenatores [1/IH.

B zaBucumocTu oT yposHs 3ammiieHHocTH WCIIJIH ¥ akTyalbHBIX yIpos,
C3I1/Ix MOKeT BKITIOUATh CIIeyIOLINe TEXHUYECKHEe CpeICTBa!

- aHTHUBHPYCHEIE CPEICTBA I pabouKXx CTaHIUH IOIB30BaTeIed U CEPBEPOB;

- CpeAcTBa MEXCETEBOI'0 S3KPaHHPOBAHHA,
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- CpelCTBa KpHUITOrpapryecKor 3alruThl HH(QOpMALKy, IIpH Iepefade 3aliu-
[aeMo¥ HH(GOPMalMK 10 KaHaJIaM CBS3H.

Tak ke B CIIMCOK JOJDKHBI OBITh BKJIFOYEHbI (QYHKIMHU 3alUTHl, obecreunBae-
Mble INTAaTHBIMH cpenctBamu obpabotku [1/[x oneparuonHsME cucTemamu (OC),
npukiaaHeM [10 U crienuansHEIME KOMILIEKCAMHU, PEAIH3YIOLIUMH CPEICTBA 3allly-
Tel. CrrcoK QyHKUHH 321U Thl MOXKET BKJIIOYATh:

- yIIpaBJIeHHE W pa3rpaHudeHue JOCTyIIa II0JIb30BaTeEH,;

- PETHCTPALIMIO U YIeT NeHCTBHH ¢ HH(OpMallueH;

- obecreunBaTh IeJIOCTHOCTE JaHHBIX;

- IIPOU3BOIUTH OOHAPYKEHHH BTOPIKEHHIA.

CHMCOK HCIIONB3YEMBIX TEXHHYECKHX CpeICTB OTpaxkaercd B [lname mepo-

IIPUSITHH 110 obecIIeyeHHUIO 3alUThI [MepCOHAJIBHBIX NaHHBIX. Crucox HCITIOJIB3YEMEBIX
CpPeICTB [OJDKEH MOANEPXKHUBATHCA B aKTyaJlbHOM COCTOSAHHH. HpH HU3MEHCHHH CO-
cTaBa TEXHHYECKHX CPCACTB 3alllUThl HJIM 3JIEMCHTOB HCHHH, COOTBETCTBYIOIIHE
HW3MEHCHHS NOJIZKHBI ObITH BHeceHbl B CIIUCOK U YTBEPIKIEHBI T'JIaBHBIM BpPaioM Vu-

PEKIACHUA UITH JIMIIOM, OTBETCTBCHHBIM 3a OpPraHH3aIuio 3alUuThI HﬂH
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4 Tpeboranus k nmoacucremam C3IIAn

C3I1/1x BiIIO9aET B Ce0s ClIeAYIOIIHE TTOACHCTEMBI:

- YOpaBieHUs JOCTYIIOM, PETHCTPallUU U YUeTa;

- obecredeHus HeJI0CTHOCTH U JOCTYIIHOCTH;

- aHTUBUPYCHOM 3alIUTHI;

- MEXCEeTEeBOro S9KpaHHPOBAHHS;

- aHAJIM3a 3alIUIEHHOCTH;

- 00HapyXeHUS BTOPKEHHH;

- KpunTorpaduIecKoi 3aT1ThL.

IMopcuctemsr C3II[IH ¥MEOT pasaMYHBIA (QYHKIHOHAI B 3aBUCHMOCTH OT

ypoBHs 3amuiueHHoctd MCI1/IH, onpenenenHoro B AKTe onpeleieHUs YPOBHS 3a-

IIMIIEHHOCTH MH(MOPMAIIMOHHON CHCTEMBI IT€PCOHANBHBIX JaHHEBIX. CIIHCOK COOT-

BeTcTBUA (yHkumii noxcucreM C3II/IH ypoBHIO 3alMUICHHOCTH IIPEACTaBIEH B

[Tpunoxenuu.

4.1 IlogcucTremMsbl ynpaBJ/jieHHs] JOCTYIOM, perHCTPallHH H y4YeTa

[TogcucreMa ympaBieHUs OOCTYIIOM, PErHCTpalldd U ydeTa IIpefdHa3Ha4yeHa
IUISI peali3alliy CIeAyoInX QyHKIAN:

- UIeHTH(UKAIINY ¥ TIPOBEPKH IOATHHHOCTH CyOBEKTOB IOCTYyIa IIPH BXOIE B
UCTIH;

- UICHTHOHUKAIUA TEPMHUHAJIOB, Y3JI0B CEeTH, KaHaJlOB CBS3M, BHEIIHUX YCT-
POMCTB MO JIOTUYECKUM UMEHaM;

- uIeHTU()UKAIMK [IpOrpaMM, TOMOB, KaTaJloros, ¢aiinos, 3amucei, monei 3a-
TMcel 1o UMeHaM;

- perucTparun Bxona (BbIXoZa) CyOBEKTOB AOCTyIa B CHCTEMY (M3 CHCTEMEI),
nub0 perucTpauus 3arpy3Kyd U MHUIMAIU3al|ii ONEPallHOHHON CHCTEMBI H €€ OCTa-
HOBA.

- PETHCTpAIIMHK MIOTMBITOK JOCTYIA IPOrpaMMHBIX CPEACTB (IIporpaMM, IpoLec-

COB, 3aJ1a4, 3aJIaHui) K 3aliiaeMbM daitnam;
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- PErHCTPAIMH MOMBITOK JOCTYIa MPOIPaMMHEIX CPEICTB K TepMHUHAJaM, Ka-
HaJlaM CBS3H, IpOrpamMMam, ToMam, Katajioram, (aiinam, 3anucaM, IT0JIsAM 3alHuCeH.

[TozmcucTeMa yIpaBieHHsA JOCTYIIOM MOXET OBITh peanu30BaHa C IIOMOIIBIO
IITaTHBIX cpencT obpaborku [1)IH (omepaloHHbIX cucteM, npunoxerui u CYB]D).
Tak e MOXeT OBITh BHEIAPEHO CIICIMATbHOE TEXHHUECKOe CPEICTBO MM MX KOM-
TIIEKC, OCYILECTBIAIONIME JOTOIHUTENBHEIE MEPEI 10 ayTeHTH(OUKAIMA U KOHTPOJIIO.
Harpumep, prMeHeH)Ee eIUHBIX XPAHHITUI YyUETHBIX 3allMCeH T0JIb30BaTeNICH 1 pe-
THCTPALMOHHON MH(pOPMAIWH, UCIOIb30BaHHe OMOMETPHYECKUX M TEXHHYECKHX (C

HOMOILBIO 3JIEKTPOHHEIX MPOITYCKOB) Mep ayTeHTH(OUKALUK U JIPYTHX.

4.2 IToacucrema obecnevdeHHs HEeJOCTHOCTH H JOCTYIIHOCTH

[ToxcucreMa obecriedeHus ETOCTHOCTH M JOCTYIHOCTH IpeaHa3sHavyeHa s
obecredeHus I€JIOCTHOCTH H gocTynHocTd IIJIH, NMporpaMMHBIX H amlapaTHbBIX
cpencte MCIIJIH YupexaeHus, a Tak e CPeACTB 3alUMUTEI, IIPH CIyIaiiHOW WIIH Ha-
MEpEHHOH MOAU(HUKALIUH.

IToxcucTeMa peai3yeTcs C TIOMOILBIO OpraHU3alMi Pe3€PBHOTO KONMPOBAHUA
o0pabaThiBaeMbIX JAHHBIX, a TaK JK€ PE3ePBUPOBAHHEM KIIFOUEBBIX 3JIEMEHTOB
HCII/I8.

4.3 IlopcucreMa aHTHBHPYCHOH 3aIHTHI

[MopcucTeMa aHTHBMPYCHOM 3aIUTHI IIpeJHa3HadeHa A oOecleYeH s aHTH-
BHMpYCHOM 3amuTsl cepBepoB 1 APM nonszosarenedt UCIIIH YypexeHus.

Cpenctsa aHTHBHPYCHOM 3aIllUTEl NPEAHA3HAYEHBI IJIsI peau3ally ClIeIyro-
X QYHKIHH: |

- PE3UIEHTHBIH aHTHBUPYCHBIM MOHUTOPHHT,

- aHTUBHPYCHOE CKaHUPOBAHHUE;

- CKpHUIIT-0JIOKMPOBaHHKE;

- [EHTPAIU30BaHHYIO/YIANCHHYIO yCTaHOBKY/IEMHCTAUISLHIO aHTHBUPYCHOTO
IIPOIYKTa, HACTPOKKY, aIMUHHUCTPUPOBAHHE, POCMOTP OTYETOB U CTATUCTHYECKOH
uH(GOpMALHH TT0 paboTe IPOAYKTa;

- aBTOMaTH3MUPOBAHHOE OOHOBICHNUE aHTUBUPYCHBIX 0as;
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- OTpaHUYEHHEe TPaB IM0JIH30BaTENsI HA OCTAHOBKY HCIIOJNHAEMBIX 3a[ad M H3-
MEHEHHUS HACTPOEK aHTUBHPYCHOI'O NMPOIPaMMHOT0 00eCTIeueHH s;

- aBTOMaTHYECKHUH 3aIyCcK cpa3y Mocye 3arpy3Ku OlepalliOHHON CHCTEMBL.

[Tomcucrema peanmu3yeTcs IIyTeM BHEIPEHUs CIICLUAIBHOIO aHTHBHPYCHOTO

nmporpaMMHoro obecnedenus Ha Bee anemeHTsl MCIT/IH.

4.4 IToacucTeMa MeKCEeTeBOT0 SKPaHHPOBAHHSA

[TomcHucTeMa MEXKCETEBOTO IKPAaHHPOBAHUS INpeJHA3HaueHa Ui peaau3aluu
CIIEIYIOMUX (QyHKIIHN:

- @Hﬁfﬂpaunﬂ OTKPEITOTO M 3almmdpoBaHHOro (3akpeiToro) IP-rpaduka mo
napameTpam;

- (MKCcaAIlMM BO BHYTPEHHHUX KypHalaX HH(OpMAaLUH O IMPOXOIAIIEM OTKDEHI-
TOM M 3aKpbIToM [P-Tpaduke;

- WAeHTHOUKAIMKY ¥ ayTeHTH(PHUKAUK aIMHHUCTPATOpa MEXCETEBOro SKpaHa
IIPX €70 JOKATBHBIX 3apocax Ha JOCTYII;

- peTHCTpallii BXOza (BBIXOZA) aAMHUHUCTPATOPa MEXKCETEBOIO 3KpaHa B CHC-
TeMy (K3 CUCTEMBI) MHOO0 3arpy3Kd M MHULMAIU3AIHK CHCTEMBI H €€ IIPOrpaMMHOI0
OCTaHOBa;

- KOHTPOJIS IIeJIOCTHOCTH CBOEH IpOrpaMMHOH M MH(GOPMaI[HOHHOHN YacTH,

- GUIBTpAIMH TAKETOB CIIY)KeOHBIX IIPOTOKOJIOB, CITyXAIlUX [IJIs JUarHOCTHKH
U yIIpaBlieHus paboToM CeTeBbIX YCTPOHICTB;

- QUIBTPAIMK C YYETOM BXOJHOTO M BBIXOIZHOIO CETeBOro MHTepdeica Kak
CPENICTBO MPOBEPKHU MOAJIMHHOCTH CETEBBIX a[PECOB;

- PETHUCTpALMH U yUeTa 3aIIpallliBaeMbIX CEpPBHCOB IIPHKIIAIHOTO YPOBHS,

- OIIOKMPOBAHMA IOCTyla HEMIEHTHGHUIIMPOBAHHOIO 00BEKTa MM CyObeKTa,
[OJUTHHHOCTE KOTOPOTO TIPH ayTeHTU(UKALUKU He NOATBEPAUIACE, METOIaMH, YCTOM-
YUBBIMH K I€peXBary;

- KOHTPOJIS 38 CETeBOH aKTHBHOCTBIO NPUIOKEHMH M OOHApyKEeHHs CETEBBIX

aTak.

18



IToncucrema peaIM3yeTCs BHEAPEHHUEM IIPOTPaAMMHO-AIITaPpaTHBIX KOMITJIEKCOB

MEe)KCETEBOro 3KpanupoBanus Ha rpanune JIBC, knaccom He Hibke 4.

4.5 IoacucreMa aHAJIH3A 3aIMHIIEHHOCTH

[TozncucTeMa aHalIM3a 3alIUIIIEHHOCTH JOJDKHA 00ecTrieunBaTh BBIABICHUSA YA3-
BUMOCTEH, CBsI3aHHBIX ¢ ommOkamu B KoHurypauuu 110 MCII[IH, KoTOpEIE MOTYT
OBITH UCIIOIB30BAHEI HAPYIITUTEIEM ISl pealu3allii aTaky Ha CUCTEMY.

DYHKIHOHAT TIOJCHCTEMBI MOXKET OBITh peanu30BaH IPOrPaMMHBIMHU H IPO-

rpaMMHO-aNNapaTHEIMU CPEICTBAMH.

4.6 Iloacucrema oOHApPYKEHHUS] BTOPKEHHH

ITomcucreMa 00HApYKeHUsT BTOPXKEHUH JOIKHA 00€CIIeunBaTh BEIABICHHE Ce-
teBBIX arak Ha sneMedTsl MCITJIH mogkiroueHHbIe K CeTM OOIIEro IoIb30BaHus U
(urH) MeXIyHApOIHOro oOMeHa.

DyHKIMOHAT TTOJCUCTEMBl MOXKET OBITh pealn30BaH nporpaMMHHMH U TIpo-

rpaMMHO-arrapaTHbIMyi CPpEACTBaAMH.

4.7 IloacucTeMa KpUNTOrpaHYeCKOH 3aHThI

IToacucTema KpHUNTOrpadUuecKod 3alllUuThl NpeJHasHadeHa Ul HCKITFOYCHUS
HCJI k 3amuiaemoit uandopmarmu B UCIT[In YupexaeHus, Ipy €€ Iepeaadu 1o Ka-
HajaM CBSA3HM ceTel 06IIero mob30BaHus U (HIIH) MeXIyHapoAHOro oOMeHa.

[MoxcucreMa peanu3yeTcss BHEOPEHHS KpPUITOrpapHYecKuX IIPOrpaMMHO-

anrapaTHbIX KOMIIJIIEKCOB.
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S IMoaw3oBateau UCITAun

B Konnenuuy #HGOpMALMOHHOR 0€30I1aCHOCTH OIpeJesieHbl OCHOBHEIE KaTe-

ropuH Iojabp30BaTenedl. Ha OCHOBaHMM 3THX KAaTErOPHH IPOH3BElIEHA THITH3ALIMS
nons3osatenei UCII/IH, onpeneneH uX ypoBEeHb ﬂocrylia ¥ BO3MOXKHOCTH.

B UCIIIH YupexaeHus MOXHO BBIIEIUTH CIAEAYIOIIHe TPYIIEI II0J530BaTe-
JIeH, y9acTBYIOLIMX B 00paboTke 1 Xpanenuu [1]1H:

- Apmunuctpatops UCI1/IH;

- AnMuHHCTpaTOPB! 6€30MaCHOCTH;

- Onepartopsr APM;

- AIMUHHCTPATOPEI CETH;

- TexHu4yeckre CIELUATUCTE 0 00CITy:KHMBaHUIO TepudepuitHoro obopymo-
BaHWJ;

- IIporpammucTei-pazpabotauku UCIIH.

JlaHHEIE O IpyMIax MOJB30BATENAX, YPOBHE UX JOCTyNa U HH(OOPMHPOBAHHO-

CTH OTpPaXXCHEI B [ToloKEeHWH 0 pa3rpaHWYEHHUH IIpaB JOCTYHa K O6D36&TBIB8.GMBIM

NEPCOHAJIBHBIM JaHHBIM.

5.1 Aamuuaucrparop UCIIAu

Anmunuctparop MCIT[{n — coTpynHuk YupexlieHus, OTBETCTBEHHBIN 3a Ha-
cTpoiiky, BHenpeHue W conpoBoxiaeHne MCIIIH. ObecneunBaeT QyHKIMOHUPOBA-
Hue moncucteMbl ynpasneHus poctynoM MCII/IH u ynmonHOMOYEeH OCYIIECTBIATH
peIOCTaBJIeHHe U pasrpaHHyYeHHe JTOCTyIla KOHeuHoro nose3oBartens (Omepartopa
APM) k aneMeHTaM, XpaHSIIUM IIE€PCOHAIBHEIE JaHHBIE.

Amvunuctparop MCIIT/IH o0nagaeT ciienyronuM YPOBHEM AOCTyIa U 3HAHUM:

- obnmagaet monHo# UHGOpPMaLKE O CUCTEMHOM U IIPUKIIaJHOM IPOrPaMMHOM
obecnieuenuu MICI1/IH;

- obnagaer monHOM HH(pOpMaIHel 0 TEXHUIECKUX CpelicTBaX U KOH(DUIypaluu
HUCTIH;

- IMEET JOCTYI KO BCEM TEXHHYECKHM cpefcTBaM o6paboTky mHbOpMAalUU H

nanaeiM MCIT/TH;
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- o0namaeT mpaBaMH KOH(QUIypHpPOBaHUS W agMHHHCTPATHBHOM HacTpOMKH

texHu4eckux cpeacts UCII/IH.

5.2 AamuHHCcTpaTOp 0€30MaCHOCTH

AnmvuHuCcTpaTop 06€30MacHOCTH, COTPYAHUK YUpeKIeHUs, OTBEeTCTBEHHBIN 3a
dyukuunonuposanue C3I1/[H, BKiroyas oOCIyKMBaHHE M HACTPOHKY aIMHHUCTpA-
TUBHOH, CEPBEPHON U KIIMEHTCKOW KOMIIOHEHT.

AnMuHHECTpaTOp 0€30MmacHOCTH O0sanaeT clIeAyroIllUM ypOBHEM JOCTYIa H
3HAHUU:

- obmanmaet mpaBamu Anmunucrparopa MCITIH;

- obaanaet nosHow wHbopmarmeit 06 MCI1/1H;

- IMEET JIOCTYH K CpelICcTBaM 3allUThl HHPOPMAIMH K IIPOTOKOIHUPOBAHUA H K
yacTH KrodeBbIX 3jemMenToB UCI/IH;

- He UMeeT TIpaB JOCTyIa K KOHQUTYPUPOBAaHUIO TEXHUYECKUX CPEJCTB CETH 32
HUCKITFOYEHNUEM KOHTPOJIBHBIX (MHCIICKLIMOHHBIX).

AMUHHCTpATOP 0€3011aCHOCTH YIIOJTHOMOYEH:

- pealM30BBIBATE MTOMUTHUKH Oe3oracHocTH B yacT HacTpoiiku CK3HU, mexce-
TEBBIX SKPaHOB H CHCTEM OOHapy)XeHHs aTakK, B COOTBETCTBHH C KOTOPBIMH II0JIB30-
Batenb (Oneparop APM) monydaeT BO3MOXHOCTE paboTath ¢ anemenTamu MCII/IH;

- OCYILIECTBIISTH ayIUT CPEACTB 3alllUTHL;

- YCTAHABIMBATh JOBEPUTENIbHBIE OTHOLICHHS CBOEH 3allMIIEHHON CETH C Cce-

TSMH IPYTUX Y UPEeIKICHUM.

5.3 Onepatop APM

Omnepatop APM — coTpyaHHK YUpekaeHHs, OCYIIeCTBILIIONMNE 06paboTKy
[T[a. O6pabotka I1/IH BKIIOUaeT: BO3MOXKHOCTE IpocMmorpa IIJH, py4HOH BBOX
I11u B cucremy UCIIH, dopMupoBaHKE CIIPaBOK U OTYETOB 10 MHQOPMALMH, I10-
aydyennoii uz UCIT/l. Oneparop He UMeeT MOIHOMOYHMH I YIIPaBICHUS [TOJICHCTE-
MaMu 00paboTku naHHbIX U C3IL/IH.

Omnepatop MUCIT/Ix obnamgaer cleayroluM YPOBHEM JOCTYIIA U 3HAHUMA:
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- obazaeT BceMH HeoOXOIHUMEBIME aTpuOyTamMu (HarmpuMmep, IaposeMm), obec-
TIEYUBAIONIUMHU JOCTYI K HEKOTOpOMY roaMuoxecTBy [1/1H;

- pacmoJjaracTt KOH(l)H,HGHIIHa_TIBHBIMH JaHHBIMH, K KOTOPEIM UMEET JOCTYIL.

5.4 ATMHHHCTpPATOP CeTH

AJIMHHHCTPATOpP CETH — COTPYIHHK YUpexEeHWs, OTBETCTBEHHBIH 3a (QyHK-
LIMOHHPOBAHHE TeNIeKOMMYyHHKalMOHHOU noacucTeMel MCII/IH. AnMUHKHCTPATOp Ce-
TH HE MMeeT IOJHOMOYMH [JIS YIpaBJIEeHHs IOACHCTeMaMH 0O0pabOTKU JaHHBIX H
- ©€30I1aCHOCTH.

AIIMMHHCTPATOP CeTH 001afaeT CIelyIolluM YPOBHEM JIOCTYTIA U 3HAHHH !

- 061a1aeT 4acThI0 HHMOPMALMKH O CHCTEMHOM U IPHKJIAJHOM IIPOrPAMMHOM
obecneuenuu MCI1/H;

- 061aJaeT YacThi0 HHPOPMAIIHH O TEXHHYECKUX CPENCTBaX U KOH(QHUIypaluy
HUCITIdH;

- uMeeT (QU3HYECKHMM JOCTYI K TEXHHYECKUM cpelcTBaM o0paboTKH MHQOP-
Mall{H | CPEICTBaM 3alllHTHl; |

- 3HAET, [10 MEHbIIIeH Mepe, OJIHO JeraJlbHOEe UMs JOCTYIIA.

5.5 Texnu4eckHii cneqHAJHCT MO 00CTYyKHBAHHIO TepHdepUiiHOro
obopyaoBaHust

TeXHUYECKHH CIENMATHCT MO0 OOCTYXHWBAHUIO — COTPYIAHHK YUpPEKICHHS,
OCYLIECTBIAET OOCIYXWBaHWE U HACTPOMKy mepudepuiiHoro obopynoBaHus
UCII/In. Texuudyeckuil CIIEMUATNCT 110 OOCIYXKHBaHUIO He MMeeT noctyma K [1[H,
He UMeeT MOJHOMOYHMH I yIpaBIeHusl oJIcucTeMaMu 00paboTKH JaHHBIX U Oe30-
TIACHOCTH.

TeXHUYECKHH CIIELHANHCT IO 00CITy KHBaHHIO 00/1a1aeT CIEAYIOIHAM YPOBHEM
JIOCTyTIa U 3HAHUH:

- 061a1aeT 4YacThi0 HHPOPMAIIMK O CUCTEMHOM U IPUKIIAJHOM IIPOrPaMMHOM

obecrreuenvn UCITn; -
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- obyafaeTr 4acThi0 MH(OPMAIIMH O TEXHHYECKHUX CPeACTBaX U KOH(UTypauuu
HUCIIx;

= 3HAE€T, I1IO0 MEeHBIIIEH MEpE, OOHO JICTAJIEHOC UMA JOCTYIIA.

5.6 IIporpammucr-paspadoruuxk UCII/In

ITporpaMMucTbI-pa3paboTUuKy (TIOCTaBILMKK) IPUKIAJHOTO MPOrpaMMHOIO
obecrnieuenus, obecreunBarolie ero COMpOBOXK/IEHHE Ha 3auumaeMomM odbekre. K
JAHHOH TpYIINe MOTYT OTHOCUTECS KaK COTPYIHMKH YUpPEeXIeHHs, TaK U COTPYIHHU-
KM CTOPOHHHUX OpraHu3al|i.

JIM1o 3TOH KaTeropuw:
- obnamaeT wHGOpManKel 06 anropuTMax M mporpammax o6paboTku UHGOp-

maiuu Ha MCI1/]H;

- o0mamaeT BO3MOXXHOCTSIMH BHECEHHS OIMHOOK, HeJeKJIapHUpOBaHHBIX BO3-
MOYKHOCTEH, MPOrpaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX MpPOrpaMM B IIPOrpaMMHOE
obecnieuenne UCII/IH Ha cTagnu ee pa3paboTKH, BHEAPEHHUA U COTIPOBOXKICHHUS;

- MOXeT pacroiarate JOOBIMEU (parMeHTaMH HHQOPMAalKUKd O TOIMOJIOIHH

UCTIIx u TexHudeckux cpeacrBax obpadotku u 3amutel [1JIH, o6pabaTeiBaeMBIX B

NCIIOs.
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6 TpeGoBanusi K nepcoHaJy 1o odecrnedenuro 3amuTol I1/1H

Bce coTpymHuKH Yupexiaeus, seistommecs mnombsosatensimu  VCTIIH,
JIOJKHBI UETKO 3HATh M CTPOTO BHINOJIHATH yCTAHOBJICHHBIE IPaBUJIa ¥ 00A3aHHOCTH
10 IOCTYITY K 3aIlMIaeMBIM 06BEeKTaM 1 COOMIIOICHHIO IPUHATOTO PesknuMa Gesonac-
noctu I1]1H.

[Ipi BCTYIUIEHHH B HOJDKHOCTH HOBOTO COTPYIHHKA HEIOCPEICTBEHHBIH Ha-
YaJIBHUK [OJpa3fieieHys], B KOTOpoe OH NOCTYNaeT, 00s3aH opraHu30BaTh €ro 03Ha-
KOMJIEHHE C JODKHOCTHOM MHCTPYKIMEH X HeoOXOIUMBIMH NOKYMEHTAaMH, peria-
MEHTHDYIOIMMH Tpebosanus 10 3amtute I1/[H, a Takxe o0y4eHHe HaBBIKaM BBINIOJI-
HEHHMs IPOoLELyp, He0OXOIUMBIX [JIs CAHKIIMOHUPOBAHHOI'O MCIIOIb30BAHIA HUCIIs.

COTpy/HHK JOIDKeH OBITH 03HAKOMIIEH CO CBEIEHHAMYU HacTosleH IlonTuky,
IPUHATEIX Tporteyp pabots! ¢ anementamu UCTTIH u C3I1/IH.

CoTpyIHHMKH YUpexIeHHs, UCIOJB3YIOIe TeXHUIECKUEe CPECTBA ayTCHTH-
DHKAIKH, JOMKHEI 06ECIedHBaTh COXPAHHOCTh UICHTH(QHKATOPOB (37eKTPOHHBIX
xmoueil) u He pomyckars HCJI x HuM, a Tak xe BO3MOXKHOCTE X yTepHU WK UCIIOJIb-
30BaHHA TPETHMMH JinlaMu. I1oIp30BaTel HECYT NEPCOHANPHYIO OTBETCTBEHHOCTR
33 COXPaHHOCTE HAECHTH(HUKATOPOB.

COTpyIHHKA YUPEeKICHUS JOIDKHBI CJIE/IOBATh YCTAHOBICHHBIM MPOLELYPaM
nojiepkanus pexnma GesonacHocty [1/IH mpy BEIOOpE M UCIIONB30BAHAH napoJei
(eciid He MCIONB3YIOTCSA TEXHUISCKHE cpezcTBa ayTCHTHQUKALUH).

CoTtpyaHuKE YupesxIeHus JOIKHEI 00eCIieurBaTh HalIekKAIly o 3alUTy obo-
pyIOBaHHUs, OCTAB/IsIEMOro Oe3 IIPHCMOTPa, OCOOCHHO B TEX CITydasX, KOria B IIOMe-
[IeHFe UMEIOT JOCTYII IIOCTOPOHHUE JHIa. Bee mosb30BaTeNy JOIDKHEI 3HATH Tpebo-
BaHUS TI0 Ge3omacHocTy I1JIH B mpoLeayphl 3allUTEl 000pYA0BaHNsA, OCTAaBICHHOIO
63 IIPUCMOTPA, a TAKKE CBOH 00S3aHHOCTH IO 06ECTIEYEHHIO TAKOH 3aIUTEI.

CoTpyJHHKaM 3allpelaeTcs YCTAaHABIWBATh IIOCTOPOHHEE NpOrpaMMHOEe
obecredenye, OKIIOYATh IMIHEIE YCTPOHCTBA 1 HOCHTENIH WHPOPMALIHH, @ TaK KKe

3aMUCHIBATE HA HUX 3aLIUIIAEMYI0 HHGHOPMALIHKIO.
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CoTpyauukaM 3arpeliaercs pasriallarh 3allyiaeMylo HH(OPMalHI0, KOTO-
past cTaja UM M3BecTHa IIpU paboTe ¢ HHPOPMAaLMOHHEIMU CHCTEMaMHU Y UpexAeHus,
TPETHHUM JTUI[aM.

CoTpyHHKaM 3aIpelniaercs nepeaaBaTh IEPCOHAIBHBIE JaHHBIE COTPYIHUKOB
U TIALIMEHTOB YUpeKIeHUS U HHYIO KOHGUISHIHATbHYIO HHQOPMAIIUIO Y UpEerKIeHHS
TIOCPeICTBOM TeleOHHOH CBSI3U.

IIpu paGote ¢ [1/Ia 8 UCII[JH coTpynHuku YupexaeHHs 0013aHbl 00eCIIeuuTh
OTCYTCTBHE BO3MOYKHOCTH IIPOCMOTpA HI[H TPETHUMH JMIIaMH C MOHUTOpoB APM
WITA TEPMHHAJIOB.

Ipu 3asepiuenun paborsr ¢ UCIIIH cotpyaHukH 00s3aHEl 3amMTUTE APM
WA TEPMHHAJBI C IOMOIIBI0 OJIOKUPOBKH KIIFOYOM HIIH 3KBHBAJIEHTHOIO CPENCTBA
KOHTPOJIA, HAIIPUMeEp, JOCTYIIOM IO ITapOJII0, CITH He UCIIONB3YIOTCA Oolee CHIIBHBIE
CpelCTBa 3alHTEI.

CoTpyaHuky - YdpexIeHus TODKHBEI OBITH MPOUHGOPMHUPOBaHEI 00 yrposax
HapyIIeHusT pexuma Oe3onacHOCTH [IJIH M OTBETCTBEHHOCTH 3a €r0 HapyIlIeHHE.
OHHU NOJDKHBEI OBITE O3HAKOMJIEHBI C YTBEP)KIECHHOHM (hopManbHOM IPOLEAYpPOH Ha-
JIOYKEHHs TUCIMIUIMHAPHBIX B3BICKAHWHM Ha COTPYIHHUKOB, KOTOPBIE HAPYILIHIIH IIPH-
HATEIE TIOJIMTUKY U Tpouenyps! 6e3onacHocTty [1/1H.

Cortpyaauku 00si3aHbl Ge3 poMeieHns coobimarsk 060 BeeX HabIromaeMbIX
WM TI0IO3PHTENBHEIX citydasx paboTsl ICTI/IH, MOTryLUX HOBIeYb 33 COOO0H yrpo3sl
6ezonacHoctH [1J[H, a Taxke O BHISBIEHHBIX HMH COOBITHSX, 3aTparHBaromux 6e3o-
nacHocTh [1J[H, pyKOBOACTBY IOApa3eICHHs U JIULY, OTBEHAIOLIEMY 3a HEMEIIEH-

HO€e pearupoBaHKe Ha yrpo3bl OesonacHocTy IT/IH.
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7 JomxHocTHBIE 0013aHHOCTH To/1b30BaTeneil MCIIIn

HomxHocTHble 00s3aHHOCTH Tob30Bateneit MCII/IH omucansl B ClIeQyFOLIHX
JIOKyMEHTaX:

- UucTpykuusa anmunuctpaTopa MCITx;

- Macrpykuus agmunuctparopa 6esonacnoctu UCITH;

- Uuctpykius nmons3oBarens UCIIH;

- UHcTpykums nonbp30BaTeNs IpU BO3HUKHOBEHUH HEIITATHBIX CUTYAITHH.
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8 OrBercTBeHHOCTH cOTpyTHUKOB UCIIIH Yupexaenus

B cooTBercTBHE co cT. 24 PenepansHoro 3akona Pocculickoii Penepaluu oT
27 urong 2006 r. Ne 152-@3 «O mepcoHANBHBIX AAaHHBIX» JIMLA, BUHOBHEIE B Hapy-
mieHuu TpeGoBaHMi naHHOro @elepalbHOro 3aKOHA, HECYT IPa)KIaHCKYH0, YyroJoB-
HYIO, aIMUHHCTPATHBHYIO, IUCIUIINHAPHYIO U HHYIO IIPEAYCMOTPEHHYO 3aKOHOAa-
TeJILCTBOM Poccuiickoi @enepaiid OTBETCTBEHHOCTS.

JleticTByIOIIEE 3aKOHOAATENECTBO PO 1103BOJIIET NPeABABIATL TPEOOBAHUS 110
obecrieuennto HezomacHoy paboTH ¢ 3alMIaeModl HHpOpMaler U NpeaycMaTpu-
BAET OTBETCTBEHHOCTH 33 HapylIeHHe YCTaHOBJICHHBIX IIPaBUII IKCILTyaTtaund OBM u
CHCTEM, HENpPaBOMEPHEBIH TOCTYN K MHGOPMalMH, €CIM 3TH JEUCTBUS IPUBENH K
YHHUTOXKEHHIO, OJIOKHPOBAHHIO, MOAUGHKALMK HH(OOPMAIMKA WK HapyIUSHUIO pa-
6otel DBM wmiu ceteii (ctateu 272,273 u 274 YK PO).

Anmunucrpatop UCII/IH v aqMUHUCTpATOp 6€30MacHOCTH HECYT OTBETCTBEH-
HOCTH 3a BCE JeHCTBHS, COBEPIIEHHbIE OT UMEHH MX YYETHBIX 3aIlHCEH HIIH CHCTEM-
HBIX YUETHBIX 3aIlMCell, eclu He JoKa3aH (aKT HECaHKIIHOHHPOBAaHHOIO HCIIOIB30Ba-
HUS yYeTHBIX 3aIUCEi.

[Ipy HapyLIeHHSX COTpYIOHWKamu YupexnaeHus — monesoBarenedi MCITIH
IpaBuJl, CBS3aHHEIX ¢ OezomacHOCThIO I1/IH, OHM HECYT OTBETCTBEHHOCTH, YCTaHOB-
JIEHHYIO JeWCTBYIOLIIMM 3aKOHOAaTeIbCcTBOM Poccuiickoit @eneparuy.

IpuBeneHHBIe BhIIle TpeGOBaHUS HOPMATHBHBIX JOKYMEHTOB IO 3aIllUTe HH-
dGopManuu JOJUKHBI ObITh OTpaskeHbI B I10JI0KEHHAX O MOApasHeNeHusIX Yupexe-
Hus, ocymectBistomux obpaborky IT/In B MCII[H # MOKHOCTHBIX MHCTPYKIMAX
COTPYIHUKOB YUpeKICHHUs.

Heobxomumo BHecTH B [1oJI0'KeHHs O TOAPa3AeICHUIX YUPEXKIEHHA, OCYIlle-
creisromux o6padorky ITIa B UCII/IH cBeneHus 00 OTBETCTBEHHOCTH HX PYKOBO-
IUTeNeH ¥ COTPYIHHKOB 3a pasriiallleHHe W HeCaHKIHOHUPOBAHHYIO MOAHQHKAIIUIO
(uckaxkenue, hanpcudukanuro) I1JIH, a Takxke 3a HEIIpaBOMEPHOE BMEIIATE/ILCTBO B

MPOLIECCH] MX aBTOMATU3UPOBAaHHOM 00paboTKH.
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9 CniucoK UCNO0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTUBHO-IIPABOBBIMH U METOAMYECKHMMU IOKYMEHTaMH, Ha
KOTOPEIX Oazupyercs HacTosmee 1lonoxenue, SBIAIOTCS:

1 ®enepanbubit 3akoH ot 27.07.2006 r. Ne 152-@3 «O nepcoHalbHBIX HaH-
HEIX» (mamee — @3 «O mepcoHaNBHBIX NaHHBIX»), YCTaHABIHBAIOLIHWA OCHOBHBIE
IIPUHLKIEL U ycloBust obpaborku [1/1H, mpaBa, 00s3aHHOCTH W OTBETCTBEHHOCTH
YYaCTHHKOB OTHOIIECHHH, CBSI3aHHBIX ¢ 00paboTtkoii I1/1H.

2 Tlocranosnenue [IpasurenscTBa oT 1 HosOps 2012 r. Ne 1119 «O6 yrBep-
KIEHHH TpeOOBaHMUM K 3allUTe ITEPCOHANBHBIX TaHHBIX NPU UX 00paboTke B HHOOP-
MAaIIMOHHEIX CHCTEMaX ITePCOHABHBIX JaHHBIXY;

3 Tlpukasz @exepanbHO CIIy>XObI 10 TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO
ot 18 denpans 2013 r. Ne 21 «O6 yTBepkaeHur CocTaBa U COAEp)KaHHA OpraHHu3a-
IIMOHHBIX ¥ TEXHHYECKUX Mep 10 oOecredeHHI0 0e30I1aCHOCTH NEPCOHANBHEIX JIaH-
HBIX TPY HX 06paboTke B UHGOPMALIMOHHBIX CHCTEMaX IIEPCOHANIBHEIX JIaHHBIXY;

4 TIpuka3 QepepanpHoit ciyxObr 6ezomacHocTd oT 10 mrons 2014 r. Ne 378
«O0 yTBepJICHHH COCTaBa M COJAEP)KAHUS OPraHU3allMOHHBIX H TEXHHYECKHUX MeEp
o obecrnedyeHno Ge30IacHOCTH MMEPCOHATBHEIX NAaHHBIX IPH UX 00paboTKe B HH-
(GOPMAaIlHOHHBIX CHCTEMaX [€PCOHATBHBIX [aHHBIX C HMCIOJBE30BAaHMEM CPEICTB
KpUTITOrpaQuuecKoi 3amuThl HHPOPMAIIUH, HEOOXOAUMBIX sl BBITOJHEHHS yCTa-
HOBJIEHHBIX [IPABHTEIECTBOM POCCUHCKOH (enepalny TpeOOBaHMH K 3aIlIUTe IIepCo-
HaJIBHBIX JaHHBIX JJIS KXKIOr0 U3 YPOBHEH 3alHIIEHHOCTHY,

5 «Ilonoxenue 06 0cOOEHHOCTIX 00pabOTKU NEePCOHANBHBIX JaHHEIX, OCYIIe-
CTBIseMOll 6e3 MCIONB30BAHUSA CPEICTB aBTOMaTH3aLUH», yTBepikaeHHoe [locta-
nosienueM [IpaButensctBa PO ot 15.09.2008 r. No 687,

6 ITocranosnenue [IpasurensctBa ot 6 uroist 2008 r. Ne 512 «O6 ytBepxze-
HUH TpeOOBaHWM K MaTepUabHBIM HOCHTENAM OHOMETPHYECKHX IEPCOHAIIBHBIX
JAHHBIX M TEXHOJIOIHMSAM XpaHEHHS TAaKUX JAHHBIX BHE MHOOPMALHOHHBIX CHCTEM

NMePCOHANTEHBIX NaHHBIX),

28



7 PexomeHnaaluy 1o obecreueHuo 6€30MacHOCTH EPCOHAIBHBIX TAHHBIX MPU
ux o6paboTke B MHYOPMALMOHHBIX CHCTEMAX IIePCOHABHBIX NAHHBIX, YTB. 3aM. Iu-
pexropa ®CTIK Poccuu 15.02.08 r. (ACII);

8 OCHOBHBIE MEPOIPHSATHS [10 OPTaHH3aLUU U TEXHUYECKOMY OOECIEICHHIO
Ge30IaCHOCTH TIePCOHANBHBIX JaHHBIX, 00pabaTeBaeMbIX B HH(POPMALOHHBIX CHC-
TeMax MepCOHAIBHBIX NaHHBIX, YTB. 3am. aupektopa ®CTOK Poccuu 15.02.08 r.
(ACID);

9 Ba3oBas MOJENb YIPo3 Oe30MACHOCTH IIEPCOHANBHBIX TaHHBIX MPU UX 00pa-
6oTKe B MH(GOPMAIIHOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. HHPEKTOPa
®CTIK Poccuu 15.02.08 r. (JICII);

10 Metoauka onpe/eieHus akTyalbHBIX yrpo3 0e30MacHOCTH MEePCOHATBHBIX

JaHHBIX TIPH HX 06]3360'1'1(8 B I/IH(i)OpMa]_II/IOHHBIX CHCTeMax MNEPCOHAJIBHBIX HaHHBIX,

yTB. 3am. JTUpEeKTOopa OCTIK Poccuu 15.02.08 T (ACID).
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